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UM Labs and Phil Zimmerman in exclusive agreement to deliver
ZRTP security and encryption for voice calls on fixed and mobile
networks.

London, UK = July 13™ 2009 - UM Labs Ltd, Phil Zimmermann and UM Labs have signed an exclusive
agreement that confirms UM Labs as the sole supplier of gateway implementations of ZRTP. UM Labs can
now strengthen their VolP security gateways and extend encrypted voice capability into mobile/cell-phone
networks. Incorporating ZRTP encryption enables secure calls between corporate VolP networks, cell-
phones and VolP end-points on fixed line networks.

ZRTP has been designed by Phil Zimmermann (creator of PGP email) to provide encryption for audio and
video calls on VolP networks. ZRTP differs from other encryption protocols by using the media channel to set
up the encryption keys needed to secure a call — this means true end-to-end security separated from the
intermediate signalling parties. Other protocols use the signalling stream which has the disadvantage that
the keys will be visible to intermediate devices that must process the signalling stream for call routing.
ZRTP’s use of the media path for key agreement provides end-to-end security and ensures that media keys
are not visible to any intermediate signalling device. This makes ZRTP an ideal choice for use on networks
where VolP signalling is processed by the network operator and where it is important to ensure call
confidentiality.

ZRTP’s design has made it a popular choice for use on cellular networks; ZRTP capable VolP clients are
available for a wide range of cell phones.

UM Labs offer a gateway implementation of ZRTP on their entire SIP Security Controller product range. A
UM Labs SIP Security Controller installed at the network perimeter enables any ZRTP capable phone,
connected to a fixed or mobile network, to make a secure call directly into the corporate VolP network. The
end-to-end encryption provided by ZRTP ensures that calls are protected between the user’s phone and the
corporate network. The high grade of encryption used means that secure calls can be made in confidence,
regardless of the caller’s location.

Peter Cox, CEO of UM Labs commented: “VolP technology is now in widespread use to provide links to
corporate phone systems from remote workers, roaming users and business partners. By providing ZRTP
across our entire product range, we are able to ensure that all remote VolP connections are protected with
high grade security. ZRTP means that we can provide encrypted VolP connections to devices on mobile
networks, as well to those on fixed line networks and on WiFi connections.




Phil Zimmermann commented: “The partnership with UM Labs extends the reach of ZRTP and enables ZRTP
users to communicate securely with users linked to any commercial VolP system. This effectively brings the
major PBX vendors, including Avaya, Cisco, Nortel and many others into the ZRTP community.”

About UM Labs Ltd

UM Labs delivers a range of application level security gateways for VolP and Unified Messaging. These
gateways are designed to provide security controls targeted at the range of threats that affect VolP and UM
applications, exceeding the capabilities of standard Firewalls. UM Labs product range also provides a realistic
and cost effective alternative to Session Border Controllers (SBC).

UM Labs founders include Peter Cox, formerly co-founder of Internet Security Specialist Borderware
Technologies. While at Borderware, Peter contributed to the design of the Borderware Firewall Server, one
of the first commercial Firewall products and to the company’s MXtreme product, an application level
security gateway for email. Peter was also responsible for the project, which gained a total of 3 Common
Criteria EAL4+ certifications for Borderware’s products.

For the past two years, Peter has focused on researching VolP security issues and has written a number of
white papers including a survey of the threats facing VolP applications and a discussion on the ability of
standard firewalls to address each of these threats.

For more information, please visit our website, http://www.um-labs.com/

About Phil Zimmermann

Philip R. Zimmermann is the creator of Pretty Good Privacy, an email encryption software package. Originally
designed as a human rights tool, PGP was published for free on the Internet in 1991. This made
Zimmermann the target of a three-year criminal investigation, because the government held that US export
restrictions for cryptographic software were violated when PGP spread worldwide. Despite the lack of
funding, the lack of any paid staff, the lack of a company to stand behind it, and despite government
persecution, PGP nonetheless became the most widely used email encryption software in the world. After
the government dropped its case in early 1996, Zimmermann founded PGP Inc. That company was acquired
by Network Associates Inc (NAI) in December 1997, where he stayed on for three years as Senior Fellow. In
August 2002 PGP was acquired from NAI by a new company called PGP Corporation where Zimmermann
now serves as special advisor and consultant. Zimmermann currently is consulting for a number of
companies and industry organizations on matters cryptographic, and is also a Fellow at the Stanford Law
School's Center for Internet and Society. He was a principal designer of the cryptographic key agreement
protocol for the Wireless USB standard. His latest project is Zfone, which provides secure telephony for the
Internet.

For more information, please visit Phil’s web site, http://philzimmermann.com/
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